TEXAS LUTHERAN UNIVERSITY
Policy on Passwords

PURPOSE

In the quest for providing a more secure computing environment at Texas Lutheran University, it will be
increasingly important to require strong passwords for users of TLU systems. To that end, this policy applies to
anyone who uses the university’s computers and networks, and it articulates the standards of acceptable
passwords that are expected of all users.

POLICY

The Provost, assisted by the Director of Information Technology is responsible for administering this policy,
and for making referrals to appropriate administrative offices for disciplinary action. The system (Active
Directory) will enforce the password requirements.

All references to password strength are directed to the TLU network account. This is the account used to log on
to the TLU network, e-mail system, administrative system, and portal.

Required:
e Password must be a minimum of 6 characters, numbers or special characters
e Password must contain a combination of letters, numbers, and special characters
e Password may not be the same as the username, first or last name
e Password will expire every 180 days (6 months) & must be changed

Additionally:

e Passwords must not be shared with anyone
e Employees will not be asked for their passwords by supervisors or Information Technology
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